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 NATIONAL SECURITY nscrszon | S - | ;_STgf.
DIRECTIVE NO. - S o __— - I STAT

yje 0 . T  INFORMATION SYSTEMS SECURITY

/ g T NATIONAL POLICY ON TELECOMMUNICATIONS/AUTOMATED

l B It 1s the respon51b111ty of the Executlve Branch to
: pr0perly safeguard Jnformatlon whlch concerns the securxty and

other v1tal 1nterests of - the Unlted States, 1ncludlng

;zl@ _government-held 1nformat10n wthh bears ‘on the rndlv1dual rlghts SR
7?#9' or prrvacy of U S persons Telecommunlcatlons and other ;:_',%r;.

P, Lnformatlon systems whxch handle such lnformatlon in electronlc'

'?“"form are 1nherently‘vulnerable to 1ntercept10n, unauthorlzed “

electronlc.access, and related means of technlcal exolOLtatlon.

Assurlng thelr securlty 1ntegr1ty is therefore @ natlonel

resoonsxblllty. ;':

Objectlves ‘ To fulf11l these respon51b111t1es, I

telecommunrcatloﬁsand automated xnformatlon systems agal

- technxcal ex9101tat10n threats be developed;fimprcved "an

malntalned as necessary to.

LT

??Jfgfiﬁfﬂa;- Assure avallablllty of an adequate technxcalff
base- thhln both government and industry. |

b. Provxde for relxable and contlnulné assessment
of threats. and vulnerabllltles. : :

| ¢. Support other existing policy ob]ectlves for
national telecommunications and automated lnformatlon resources;

d. Ensure effective use of protection resources.

A7
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7. Policy Elements., National policy for the

protection of telecommunications and automated information
systems shall-eﬁcompass the-following elements:

a. Systemelwhich generate, store,.process 5:
'transmit:classified iufofmation in electrical form shall be
secured agalnst exploxtatlon.rr

_ ' b. Systems 51mllarly handllng other government—
derlued 1nEormatlon, the loss of which could adversely affect LA
the natlonal.lnterest or the :1ghts of U S persons, shall be

protected commensuzate w1th the rlsk of exp101tatlon

"fe-fé; Systems whzch handle non-government lnformatlon}: "

of 51leex nature should.be protected commensurate w1th the
threat,of exploitaticn. The GovernmeﬁEMEHgil take necessary
-steps to 1dent1fy such systems and 1nformatlon ‘and’ Eormulate .
Vstrategles and measures for prov1dlng protectlon. 'The prlvate
:sector shall be encouzaged to undertake the appileatlon oE such

'f'measures 1n the natlonal lnterest

'eﬁé3 Implementatlon. :

. .
-’

-w“'é. A Systems Securlty Steerlng Group 1s hereby

t:festabllshed to ensure a coordlnated and effectlve natlonal

effort,_and shall consxst of the followlng: _ o
(l) Tﬁe‘Assistant to the President fdnf--

National Securlty Affalrs, or his representatlve. ‘(Chaifuan)
(2) The Executive Agent for Commuhieations

Security/Executive Agent of the National Communications Syetems

(NCS).

v
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(3) The Dzrector of - Central Intelllgenwe.
(4) The Assorlate Director of the Ofﬁlce of
| Management and Budget (OMB) for Natlonal Securlty and
Internatlonal Affalrs.“:“ e _ |
(5) The Dlrector, Natlonal Security Agency
'f(NSAY,p‘(Executlve Secretary)o '
o | f'B. The Steerlng Group shall°

’?Jﬁeeﬁgfifvffi (1) Oversee the 1mplementat10n of and prov1de

guldance to the Natlonal Informatxon Systems Securltydceeup w1th '

o respect toAthe objectlves and pollcy elements stated hereln._

:4%fjﬂffpw‘ (2) Establxsh broad natlonal objectlves and

prlorltles as. may be requx:ed to 1mplement thls Dlrectlve.?:k
' o f(3) Revxew and approve consclldated reseurces
'13;;?; proéram and budget p:oposals, and other matters refer:ed to it

. by the—Bxecutlve-Agent in fulflllment of respon51b111t1es |

outllned in subpa:agraph (4),Abelow

q;#;:;g;:lmeieg}ijﬂ}eﬁ;.44) Annually rev1ew and evaluate the eecurlty

,;5§“statue Of' fOnal telecommunLcatlons and automated 1nforma 1on

- systemsAw1th respect to establlshed objectlves and pzxotltfesvrfﬁﬁ;&ua$:L

”52"311..‘ (5) Interact wlth the Steerlng Gzoup d"

Natlonal Securxty Telecommunlcatlonsf’and through that Groug) E
w1th the National Securlty Telecommunlcatlons Advx.ory Commlttee
(NSTAC), to ensure that the objectlves and pollcy.elements~of

this Directive are addressed.

ﬁmh F T
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{8) - Recommend for presidential approval

additions or revisions to this Directive as national interests

require,
- ‘4. The Nationai Information .Systems Security
éoaﬁitteef‘ _ | ‘- |
'_e;z;'f;.Qﬁ":i'f-é | he Natlenal Informatlon Systems Security

»Commlttee (NISSC) 1s hereby establxshed and will operate under
fifthe dlxectlon of the Systems Securlty Steerlng Group to consxder_
”technleal matters and develop ooeratlng p011c1es as necessary to
weyﬂﬁlmplement the prov131ons of thls Dl:ectlve. The Commlttee shall

*ulﬂ""be composed ‘of a representatlve of each of the follow1ng~

The aecretary of State - _ s SR
[ ,__,____.___ ’ 7 o . -, Apﬁ;;;w
i . ) The:Sec:etary of The Treasury _ o Lt
‘fftf“’fffﬁf’efffr-e~'The Seszetary of Energy . | - A
i'?-{4»f:ewt ’HSVJ-L'The Secretary of Transoortation'e
”:;;&?i f:jt;g;_eThe Attcrney General

~f The Secretary of Cemmerce.4

i N The chie of:Staff Unlted States Arme
:‘~ -._“i_ft’_;.t"_The Chlef .°f Naval OPeratlons

':;;751'1=;The Chlef of Staff Unlted States A1r Force
:-;;%*f k l.ew ..o~ The Chalzman, Joint Chiefs of Staff

S e;JThe Dlrector, Central Intelligence Agency

T T B -The Dlrector, Federal Emergency Management
Agency
N — - - - e ;‘"—
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- S - The Administratcr, General Services
Administration

‘The Manager;imational Communications

1
{

. System
The Dlrector, National Security Agency
e;;{ff.e“;f,:;" (votlng Chalrman)
L efbli The Commlttee shall-'
1f¥f}'.ﬂfiﬂ3;l}f~ (l) Establxsb such specxflc operatlng
- pollcles; objectlves, and éfierltles as may be tequlred te?t

1nplement thls Dlrectlve.'

-=aeés-.u;'ﬁ?;:":' (2) Subm1t to the Systems Securlty Steerlng

Group an. annual evaluatlon of the status of natlonal

LT telecommunlcatlons and lnformatlon resou:ces securlty w1th

e

resnect to establlsheé eblectlves and prlOIltles ».}‘nw

-”5?“’“'”*f“f; T (3) A&mlnlster matters. pertalnlng to the f&

D release of sensltlve securlty 1nformat10n, technlques, and j

'} materlals to fore1gn governments or . 1nte:natlonal organlzatlons,
W—Z«f:r:vm Ame.w Wf“—& de.l. ba cra, L
’*“f”“‘f~ F T '(4) ,Establlsh and malntaln a natlanal 1ssuance

73’gu1dance whlch may be 1ssued pursuant to thls Dlrectlve'¥

yitﬂfﬁ; ' ““'i~:'7 (5) Establlsh~permanent-aad-tempe&a:
: (;H.JU-MJ{ ih,‘{,m bov M\Mw M’VM“ W WW# )/
r-subcommlttee# as necessary to dlscharge its. re?ponSLbllltles ' II

e. The Commlttee shall make recommendatxons to the = bCV'
- Steering Group on Commlttee membershlp, and may establish
criteria and procedures for permanent observers.
» 5

K
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s Rep:esentatlves of other departments or agenCLef affected by

' "Spec1f1c matters under dellberatlon will attend upon anltatlﬂn’

B of the.ﬁhaeﬁman XIE;;*yJ”““*f
’ £, The Commlttee shall have a permenent
~secretar1at composed of personnel of the Natlonal Gecurlty

*3Agency. The secretarlat may be augmented ‘as necessary by

e.:personnel prov1ded by the Departments ‘and Agencxes represented
— B

"?fon the Board -in response to the Chalrman s request The

e requlred

"%Q?the Government for Cnmmunlcatlons Securlty. In th1 caoaclty hefljefi

RO - IR
?jNatlonal Securxty Agency shall prov1de faCLlltleS and support as

'5%fﬁ' B l3.' The Executlve Agent of the Government forl”

,Communlcatlons Securlty.

' The Secretazy of Deﬁense is the Executlve Agent of %E?QI];

“shall serve ‘an expanded role to act w1th1n pollc1es and

Ljprocedures establlshed by the Systems Securlty Steerlng G:oup : 7m"7“

-,'-'and the mssc tos ST T

ln conjunct

EnSure the development

fobjectlves of thls Dlrectlve, 1ncludlng the formulation of

“tnecessar ecurlty archltectures
,_._,—f"f'/,

Fulflll requirements of the Federal -

——

3Government for techn;eal-securlty material and related services.

,\‘Aou-h-ﬂ-—-"— .
¢. . Provide or approvengecurlty standards and |

doctrine.

DRA“’"“
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ij‘if“‘”> 547 5*¥«v<~fa;?106nduct;or appraove research and devéiopment'

'of.securitﬁitechniqﬁés and equipment.

wa

" e, Operate or coordinate the efforts of
Governmeﬁt,téchnical centers related to telecommunications and

e automated 1nformatlon systems securlty.

f“fDevelop and submlt to the Steerlng Group

_ and the Congress a proposed Natlonal Telcommunlcatlons and

";Infarmatian Systems Security Program budget for each flscal ,'

JffThe Director, Natlonal Securltyngency.';":: -

-fThe Dlrector, Qatzonal Securlty Agency 1s‘ .
W/‘Vf

' M’““’" o “,7 ey e '
_ re5pon51ble forfé;ecutlng the foregoing . respon51b111t1es of t»e
AN

-

w—Secretary of Defense .as Executlve Agent*w*in fulfslllng these

.

repon31b11t1es he- shalr have~author1ty to~- f',=.e:5, e

PR TR Ty

‘fi;ff "fﬁﬂﬂ“f:;:“:J. Emplrlcally examlne ‘federal

M teiecommunlcatlons and assocxated electronlc 1nformatlon ] ;
o ' gt G, (ECD -QMMZZ?-»MW zaw..

L Aﬁ&ﬁf NI = LA ee :
el handlzng system ﬁ d evaluate their vulnerabxllty“to host;le(@ufwﬂJD

lntérceptlon and exp101tat10n.5»Any such actlvltles, lncludxng =

those-1nvolv1ng monltorlng of offlc1al telecommunlcatlons, !

,J

'35b' be conducted in- strlct compllance with the law and other

iappllcable directives. ru,bchdbd ife”“*““*ﬁki” s ”“)“*ﬂ‘T' ¥
’&/QAAWMV"W% ‘-‘rT—-C aline-

P
Act as the 51ngle government focal p01nt

“for all matters related to cryptography to include; conductlng
research and development;'prescrlblng or approving all

standards, techniques, systems and equipments; and conduéting

4

>
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11alson w1tb foreign. governments, 1ntexnatlonal organizations,

and private 1nst1tut10ns<iza ,Tahﬁﬁ;«e E&,LVW%QWW“SjﬁungbCi>

“ .- . . . @, Operate such industrial ;gcilities as ma

be reéuired to perform critical functions related to the

'fprovisich.of cryptographic and other sensitive security

f!?

materlals or serv1ces.-

.c;,'d-; Operate a central technlcal center(s) to

T assess and dlssemlnate lnformatlon on- hostlle threafs to

~“"nat:zona]. telecommunlcatlons and 1nformat10n systems securltYAb
L “;;cijﬁ Dl Ope:ate a central technlcal center(s) uof&%fwn
».-V;. —"- . S D 5 N LR .t -,-,- . !

o evaluaté the securlty oﬁ telecemmunlcatlons systems, computer

systems and -data netwo:ks, and to conduct or sponsor research

W

and deve?opment of secunlty technlqpes.—mz;;fﬁﬁg&l
o "'?*?:r~":*f}g Prescrlbe theAccntrol—eystems and standards

~for- protectlng cryptogranhlc and other sen51t1ve securlty,jf

materlal. technlques, and 1nformat10n.

d‘,' The~D1rector'of Central Intellxgence/shalgmmﬁﬂmmaﬂwuam1ﬁ

';  ,_as appreprlate, ';

”_' any unlque handl1ng requlrements a33001ated w1th the prctect1on 7
- of. sensxtzve compartmented:lntelllgence : th R Wifi f”ﬁ” SR
- g, The Secretary of Commerce, through the Dlrector 0{74 )
’
Nat1onal Bureau of Standards, shall issue such standards for the
securlty of telecommunlcatlons and other electronic information
resscr
resources as the Beeeetce—*NSA~may approve and authorize for
public release in accordance with authorities assigned herein.

>
F 8
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9,, The Dlrector, Offlce of Management and Budget shall

review for c0n31stency w1th this Dlrectlvey and amend as

T apprOnrxate, OMB Clrculars A—7l (Transmlttal Memorandum Na..l),
OoMB Clrcular A 76 as amended, and other OMB policies and
"regulatlone whlch may pertaln to the subject matter herein,

LT fj;i, 10.% The Heads of Federal Departments and Agenc1es :

-

"f b.. Provide to thev5ystems Securlty Stterlng Group,

‘the NISSC,-the Secretary of D fense as Executlve Agent and the

Dlrector, Natlonal Securlty Agency such 1nformat10n as they may(7‘

requlre ta dlscharge tesponsxbilltles a551gned hereln.

'fliﬁll Nothlng in- thlS Directive shall-
T Altet.the EXlStlng authorltzes of the Dlrector

M ) .

of Centr&l Intelllgence for the overall d4sect¢nn, coordxnat1on :

‘Fff%f-and SuperVLSLOB of intellxgence matters, nor hls respon51bi11ty

to act as Executlve Agent oﬁ the Government for technlcaf

securlty'countermeasures (TSCM) agalnst bugglng, eavesdropping P
and related Ecrms of surveillance;ne.fktr “zﬁﬁ“ﬁﬂﬁ'ﬁFf“”*“"“» ~?¥ié
' ~t : Akn ’W“Mr'i‘r »-ﬂ-ua»\»'.oo] - g Co’"5£- Aoty S Lo A
i S o I lee;§he’the NISSC, the Secretary of Defense,

or the Dlzector, Natlonal Securlty Agency authority to 1n59eif—““‘"_—

I

the personnel; fac111t1es, or internal operations of_other
departments and agencies without their approval. This provision

does not constrain the authority of the Director, NSA to monitor -

> 9
¥

mi”gegﬁﬁﬁﬁ?
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"{ telecommunlcatlons or tho em1591onsof other electronlc

. ,..--.;,—9-‘ -

1nformatlon systems con51stent ‘with paragraph 1l.a., bove'
TR e Anend or contravene the provisions of other,
erlstlngvdlrectlves which may pertain. to the financial
§ management of automated 1nformat10n resources or to the
J.admlnlstratlve»requ1rements~for safeguardxng such resouroee'

agalnst fraud abuse, and. waste.

For the Purposes of this Directive, the. followlngs'“w"

= terms shall have the meanlngs 1ndlcated

“a.. Telecommunlcatlons means  the creatlon, B 1

preparatxon, manlpulatlon, transm1551on, communlcatlon or: 131>  o

related orocessrng of lnformatlon by electrlcal

. electromagnetlc, electromechanlcal or electrowoptlcal means

*»*b Automated Informatlon Systems means systems

whlch create, prepare, manlpulate or process lnformatlon 1n

e electronlc form Eor purooses other than telecommunlwat10ﬁ£ and _t,

" 1ncludes~computers, word proce551ng systems and assoclatedi"

equlpment

”ff};if”_f.“ﬁéhfﬁf C ='Telecommunications and-Informatron-Systems.,f'

e

Securltz means- protectlon afforded to telecommunlcatlons,

‘“'. automated lnformatlon systems, and other elecEtonlc 1nformat10n'
handllng systems in order to prevent exploitation through
interception, unauthorized electronic access, or related
technical ihtelligence threats, and to ensure authenticity.
Such protection results from the application of security

- measures (including cryptosecurity, transmission security,

‘_h"-

> 10 ' : >

+ . DRAFT
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-,emzssxon securlty, and computer securlty) to systems whlch

generater handle, or process lnformatlon of use to an adversary,
and also 1ncludes physxcal protectlon of sen51t1ve security

resources and materlals o .

@RAFW
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= c,' Next step? Wayne has another meetlng
“scheduled for next Monday. The group plans to
qontlnue to massage this issue until they believe

~1t 15 ready for rev1ew by all 1nterested partle

S m not one blt happy about thlS and suggest that
“you have your guys review and then get with Wayne.
- Wayne has explained our structure here and he thinks

~-that Degraffenreid now understands but isn't going

- to change direction. I told Wayne that the avenue

“‘this group is touring down will take a lot 1onper to
- xreach the final destination. He ‘agrees but can't

offer any ‘suggestions to gracefully stay in the loop

C4f we 1n3ect other 1nterests. .

STAT - Talked ;o : from NSA today " Bill said
s essehtlally'what I have outllned above and added
the f0110w1ng

Wayne Kay was slow rolllng this as tbe OSTP guy
Th;s is a Ken Degraffenreid responsibility now and
the can approach it as he sees fit. The new structure
“would replace the NSSC and invite the information '
handllng folks .to participate in the one voice

- concept. Personally, T think its a Degraffenreid/
~l"N A attempt to rule the world. Give me a shout
;- vwhen you have tlme o S

BN <
FR

Approved For Release 2007/11/06 : CIA-RDP87B01034R000700070045-3



